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Objective:
This project aims to study the security of voice assistant systems under adversarial machine learning. Adversarial learning algorithms can generate adversarial audio samples to serve as the input of voice assistant systems, so as to fool the machine learning models in the system. In this project, we will focus on the white-box attack in the digital domain by generating adversarial samples using adversarial machine learning algorithms to attack a speaker recognition system based on X-Vector. If time allows, we will further enhance the robustness of the attack by simulating room impulse response and conduct over-the-air attack.

Weekly Plan (Jun 08 - Jul 24):
Week 1 (06/08 - 06/14)
- Get familiar with Python language.
- Learn the concept of deep learning and deep neural networks.

Week 2 (06/15 - 06/21)
- Setup the TensorFlow environment and run the Python code sample for a basic neural network.
- Read the paper “X-Vectors: Robust DNN Embeddings for Speaker Recognition” (IEEE ICASSP 2018).

Week 3 (06/22 - 06/28)
- Learn MFCC feature and extract the MFCC feature using TensorFlow.
- Understand the speaker recognition system (X-Vector) and time-delay neural network.

Week 4 (06/29 - 07/05)
- Study the Python code samples for X-Vector and implement X-Vector.
- Learn how to use X-Vector and feed the extracted MFCC features into X-Vector.

Week 5 (07/06 - 07/12)
- Read the paper “Practical Adversarial Attacks Against Speaker Recognition Systems” (HotMobile 2020).
- Study the code samples for Practical Adversarial Attacks Against Speaker Recognition Systems.

Week 6 (07/13 - 07/19)
- Develop an untargeted attack that can generate adversarial samples based on the sample code and tutorial. 
- Evaluate the performance of the adversarial samples on the voice assistant system (X-Vector).

Week 7 (07/20 - 07/24)
- Debug and fine-tune the untargeted adversarial machine learning algorithm to achieve better performance.
- Summarize and prepare for the open house presentation.















